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In order to ease service implementation, use and maintain,
eduGAIN offers various online tools, which can be found on
technical.edugain.org

The provided tools are useful in many areas like:

- eduGAIN profiles compliance check
- Metadata validation
- Entities state check

and others.
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https://technical.edugain.org/

Metadata validator

https://technical.edugain.org/validator2

This tool tests metadata and each entity
from provided URL.

Tests cover all MUSTs and SHOULDs from
the eduGAIN Metadata profile
requirements and recommendations, thus
offering possibility to easily debug
metadata errors and warnings.

This tool is most useful to understand if
entities are able to join into eduGAIN, thus
reducing malformed ones in metadata.

%2 eduGAIN

Federation's metadata URL

To check registrationAuthority field input the
value here

Entities SHOULD have language variants of certain elements. All entities SHOULD have an English variant and a local one. You
may set a number of language tags which will be then treated as local languages and the validator will issue a warning if none of
these languages appears within language variants of the entities. You may set the language to "en” so that no warnings are
generated if no other language variants are present in the entities.

If no language tags are set, the validator will complain only if no non-English variants are found.

Select your language tag ¥ | clich o suy rext lenguage tay

or

skip local language checks
Metadata URL containg only one entity no ErtitiesDescriptar tag and matadata not signed

We check all MUSTs and SHOULDs from the eduGAIN profile requirements and recommendations (see eduGAIN Policy
Framework).

Walidate Only show entities list Clear form
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https://technical.edugain.org/validator2

Metadata validator

As test result, this tool offers various information about entities or
attributes contained in metadata fetched from the provided URL.

See eduzAIN Paolicy Framewaork

Entities list
Academy of Economic Studies of Moldova Federation Management Board
1 AESH REMNAM
https fidp vle.ase.mdrzamifsami2fidpimetadata.php https:fimanane federations.renam.md
Registration Authority hitpifederations.renam.mdf Registration Authority; hitpfederations. renam.mdf
GIDP-REMNANM REMAM Filesender
5 REMNARM REMNARM
hitps:ifgidp federations renam.md hitps:ifilesenderrenam.md
Registration Authority, hitp:fifederations. renarm.mdi Registration Authaority, hitp:fifederations. renarm.mdf
Campus-ldP-test-5F
5 GEAMT

hitps:ficampus-idp-testgeant.org
Registration Authority: hitpifederations.renam.madr
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Entities database

Tool results offer reach set of information about

Prev Mext| Show ECCS info

Entity detals

Showe MET info

Showe XML Close

entities from selected federation like entity state, | =wo — rovmocmmmmme
details, warning/errors, information about e e

compliance with eduGAIN profiles, etc..

Language: en

Display Name: Agency ARMIEC - RoEduMet
Name: Agency ARMIEC - RoEduMNet
URL: hittps:fAvswroedunet,

Language: ro

Display Name: Agentia ARMIEC - RoEduMet
SAML 2.0 support (7) ECCS IdP test status (?)  Entity clashes (7) Validator warnings (?) CoCo status (7) SIRTFI status (7) Name: Agentia ARNIEC - RoEduMet
URL: hittps:/funen.roedu.net/
No filter j |No filter j |No info j |No info j |No filter j |No filter j Contact details
technical rnail: edugain@roedu.net
Appeared in eduGAIN: (7) — mail; edugain@roedu.net

REFEDS security Security Response Tearn (RoCSIRT): mail: abuse@roedunet

& Anytime © Thismonth © Last 7 days © Selected date;

Show Download C3V | (3 Clear form

Language: en
Display Name: Agency ARMIEC RoEduMet IdP
Agency ARNIEC RoEduNet IdP This Identity Provider (1dP) serves Agency ARMNIEC staff
Entity 1D: https:/idp roedu netfidp/shibboleth

Entity categories: REFEDS Research and Schalarship
SIRTFI asserted

Registrar, ROEduNetID

Org: Agency ARNIEC - RoEduNet

Lnasian Blasa lnivareite af Qikin 14D

Description:
Language: ro
Display Name: IdP Agentia ARMIEC RoEduhet

AcestIdP deserveste angajatii Agentiei ARMIEC - RoEduNet

Entity details
Description:
Protocols

urrim ace:shibboleth: 1.O) urnioasisinamesiteSAML:L Liprotocol; urnioasisnames:taSAML: 2.0 protocal
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Entities database

https://technical.edugain.org/entities

Entities Database Explorer, used to ™™ , o :
list eduGAIN metadata entities,  reemenmmoryoumysectmpe
having rich set of filters for fast s —

AAIEDUME (Morth Macedonia)

entity search, offers possibility to s et

ARMaai (Algeria) Standalone Ads 4

Vi S u a I i Ze S h a re d i n fo r m a t i O n a b O u t ArnesAsl slovenska izobraZevalno raziskovalna federacija (Slovenia) «

Entity filter

any participating federation and P

EntitylD substring search ; ;
YWhole entity multiword search
Enter string far a for substring matching. Only EntitylD is searched ty

.
e nt Ity Reverse whole entity multiword search
L]

SAML 2.0 support (2) ECCS IdP test status (1)  Entity clashes (2)  Validator warnings (2)  CoCo status () SIRTFI status (7)

Mo filter v Mo filter Mo info v Mo info v Mo filter v Mo filter »
Appeared in eduGAIN: (7)

® Any time This manth Last 7 days Selected date:

Showe Download C5Y @ Clear form
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https://technical.edugain.org/entities

isFederated Check

https://technical.edugain.org/isFederatedCheck/

Using available data in eduGAIN metadata, this tool checks provided email or
domain name for membership to federated entity.

In case entity isn’t federated and there are no tool limitations caused by
provided data, using top domain name, national federation page and contact

email are offered to take further actions.
eduGAIN isFederated Check

Doyou want to know if an organisation iz federated already and part eduGAINT Doy ouswant to list all arganisationswhose users are in eduGAIN? Do you want to see how many
[dentity Providers of a federation are part of eduGAIN? Then the isF ederated Check is what you are looking for.

Description and Features

« Showfurther information about features, limitations, API and howthe service works
« List 3l known production acaderric identity federations including their eduGAIM coverage and metadata freshness
« List and search all Organisations in eduGAIN

Check if an Organisation or User is in eduGAIN

Provide a space or line separated list of {institution) ermail addresses (8.0, john. doe@switch. ch or just @switch. chif you don't frust this service), URLs
(https://www.mit.edu/some/page), dorain name (cam.ac,uk) or a LRN (urn:mace: incommon: mit.edu). If a domain is mertioned several times, the result will also show
how many times t was mentioned. YWhen entering e.0. all errail addresses (or at least the FQDNs of the erail addresses) of a corrmunity, the result will show a histogram of
mearrbers per arganisations, ordered by organisation.
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https://technical.edugain.org/isFederatedCheck/

Connectivity Check Service

https://technical.edugain.org/eccs/

The purpose of the eduGAIN Connectivity Check is to identify eduGAIN Identity
Providers (IdP) that are not properly configured thus increasing the overall service
quality and user experience of the eduGAIN interfederation service by making
federation and Identity Provider operators aware of configuration problems.

Identity Providers | All IdP Test Results | Instructions | Contacts

Show IdPs with status: Error | | OK | Disakled | Show all

Display Name entitylD_ Registration Authority Contacts Last Test +  Current Result Tests

| i || | T: Technical, 8: Support Al v | search |

IdP data Last test results

Icahn School of Medicine at : : o : 2020-05-12 :

Mount Sinai https:/'ss0.mssm edufidp https:/incommon.org T. support@entity.com 033706 (8]34 WUl
o o _ _ _ _ _ 2020-08-12 _

Henan University of Technology https:#idp.haut.edu.cndidpsshibboleth https: e carsi.edu.cn T support@entity2.con B Ok WA=

LIML - Faculty of Sciences and " : , : T. support@another.pt 2020-05-12 ,

https:Afidp fet.unl . ptfidpsshibboleth hittps: e foon ot Ok W
Technology 3 H pHicp H P S: supporti@anather.pt 03:37.03

The check is performed once per day by sending a SAML authentication
request to each eduGAIN IdP. The expected result is a login form that allows
users to authenticate or an HTTP or login form error message.
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Release check

https://release-check.edugain.org

The eduGAIN Attribute Release Check (EARC) service allows testing
whether the Identity Provider of an organisation participating in eduGAIN
properly releases user attributes to eduGAIN services.

eduGAIN Attribute Release Check

To get a better understanding of attribute release in general, haw it affects services In eduGAIN and what to consider to properly implement it, we strongly recommend to have a look at the GEANT online course on "Successiul Attribute Release’.

The eduGAIN Attribute Release Check (EARC) service allows testing whether the Identity Provider of an organisation participating in eduGAIN property releases user attributes to eduGAIN services

The service will test if the Identity Provider supports attribute release based on the REFEDS Research & Scholarship (RES)and the GEANT Data Protection Code of Conduct (CoCo) entity categories. A third test will analyzes which attributes an |dentity Provider is able
to release in general and how many eduGAIN services a user can access based on these attributes

To perform the test, click on "Start® and then choose your ldentity Provider. After successful login, you will automatically access all three tests and see the test result at the end

Start the test

REFEDS R&S Test GEANT Data Protection Code of Conduct Test No Entity Category Test

entitylD: https:/frns-ng release-check edugain org/shibboleth entitylD: hitps:/coco release-check edugain.orgishibboleth entitylD: hitps /noec release-check edugain.org/shibboleth
Include this SP to the test. EES Include this SP to the test: KES Include this 5P to the test BES

Details hide Details; hide Details: hide
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https://release-check.edugain.org

Release check

As a result, tool offers graduated, explained results grouped by categories.

10

REFEDS R&S Test

EntityID:

https./ms-ng.release-check

Verdict: [

IdP sends superfluous personal information in eduPersonEntitiement attribute

More detalls on verdict

Tested

edugain.org/shibboleth

Hints about R&S IdP configuration

Details

Attributes Received

eduPersonScopedAffiliation

RN

.

eduPersonTargetediD [\[8

A

eduPersonEntitlement

T

Attributes Missing

GEANT Data Protection Code of Conduct Test
Tested

Entity|

hitps:#c

1D:

0CO.release-

heck edugain.org/shibboleth

Verdict: [B))

IdP sends superfluous personal information in displayName attribute

More

nts about CoCo Id

details on

Details: [k

Attributes Received

mail

LT

eduPersonPrincipalName

Fh

eduPersonScopedAffiliation |

o

displayName
eduPersonEntitiement
eduPersonTargetedID
sn

Attributes Missing

No Entity Category Test

EntitylD:
https://noec
1dP sends superfiuous personal information in displayName attribute

More details on verdict

Detals: [

Attributes Received

release-check edugain.org/shibboleth

eduPersonEntitlement

EE A

eduPersonTargetedID

Attributes Missing
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eduGAIN Access Check

https://access-check.edugain.org

eduGAIN Access Check is a service based on the same named software, allowing
administrators of service providers registered in eduGAIN interfederation to safely test
their service behavior.

Functionning

Research DB X
ey L
LOGIN
Create service-specific Use them Check if access works
test accounts with for login on and attributes are
different profiles own service only available

Get started
To start testing wyour own services, start by selecting one wour are administrator for,

Get started
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https://access-check.edugain.org

eduGAIN Access Check benefits

eduGAIN Access Check tool allows SP administrators to ensure proper functioning of their
services within eduGAIN. It is especially useful for services not hosted by an R&E institution,
because they can't use their own IdP to login and test their production eduGAIN-enabled
service. Tool makes the SP operators aware that:

» different eduGAIN IdPs will release varying set of attributes

e the vocabulary and semantics of some attributes (i.e. eduPersonAffiliation) differ from
federation to federation

eduGAIN Access Check releases a reasonable set of attributes to SPs, depending on the entity
categories (GEANT Data Protection Code of Conduct, REFEDS Research & Scholarship) they
belong to. This should encourage SP administrators to follow the eduGAIN guidelines and
facilitate the use of entity categories.
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eduGAIN Access Check usage

After simple SP control confirmation procedure,
a set of accounts, available for next 7 days, will
be created on eduGAIN Access Check |dP.

Success: your identity as administrator of the Service Provider https://manage.federations.renam.md has been validated!

Complete email challenge

An email challenge including a validation token has been emailed to you at
leafi@renam.md. Please copy and paste the validation token in the form below to proof
that you are administrator of this service.

Flease provide the walidation token here:

Test accounts created
You can now use these test accounts to access your , using eduGAIN Access Check as identity provider.

This page won't be accessible again, you should either keep it open in your web browser, or

QuBBuosZpirgSeitgrta

user name: userdsas user name: userds’ user name: userd49s

password: HEZEMEX 2N password: TNH$Dx=tR password: MEwSWI QUMF

comment: comment: comment:

A person with all eduGAIN user attributes A person with only an A person with a limited set of attributes

plus giveniarme and surname. eduPersonTargetedD attribute. {eduPersonPrincipaliame, mail and
displayMame).

m m show details show details show details
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eduGAIN profiles compliance

https://monitor.edugain.org/coco/

This tool performs checks on elements asserting compliance to the Data
protection Code of Conduct, checks Privacy Policy referenced by
PrivacyStatementURL, located inside entity’s metadata, which resolves to a page

referencing to the Data Protection Code of Conduct, accumulate data used for SP
audit.

https://technical.edugain.org/compliance audit

This tool presents audit results of eduGAIN member federations compliance with

eduGAIN SAML Profile. The audit is performed every hour as a part of the
eduGAIN aggregation process.
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https://monitor.edugain.org/coco/
https://technical.edugain.org/compliance_audit
https://technical.edugain.org/doc/eduGAIN-saml-profile.pdf

eduGAIN APIs

https://technical.edugain.org/monitoring

This APl offers metadata validation and monitoring functionality.
Monitoring tool offers metadata state and offers explanation in case of feed
errors.

https://technical.edugain.org/api

This API offers a lot of methods used to retrieve various information about
federations and entities, useful for fine grained monitoring and statistic
information collection.
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https://technical.edugain.org/monitoring
https://technical.edugain.org/api
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Thank you

Any questions?
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